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Hypothesis
If a society wishes to reap the benefits of digital health care, it must 
respond to these two needs at the legal level. 
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Objectives

Descriptive

Normative

Comparative

To figure out the legal approaches of health 
data governance in the EU and China

To conduct a comparative study between the 
legal models of health data governance in the 
EU and China and investigate the similarities, 
differences, pros and cons of the models.

To investigate possible updates and make 
recommendations.
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Digital Health Protection vs Use Anonymisation
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Digital Health
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For healthcare providers

For patients, caregivers, and the public

For health researchers

For health system managers
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Health Data 
Privacy
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• Googlization of health and care

• The intrusion of IoT and big data

• A “death of privacy” in the extension of healthcare

Source: https://www.healthcareatdistance.com/media/1120/digital-supervision.pdf
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Digital Health Protection vs Use
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Legislative 
Paths
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Legal framework of health data governance under the European Union law
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China’s data protection legal landscape before 2021
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Legislative 
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• China’s first ever standalone data protection law.
• Personal information protection principles.
• Strengthened data subject rights.
• Data processing requirements for public authorities.
• Public interest lawsuits.
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Utilization 
Mechanism
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The Use Mechanism of Health Data under GDPR

• Member States may maintain or introduce further 
conditions, including limitations, with regard to the 
processing of genetic data, biometric data or data 
concerning health (Article 9(2)(4) GDPR).
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The new Use Mechanism for Health Data under EU law

• ‘This data, accessed under strong safeguards for 
security and privacy, will also be a treasure trove for 
scientists, researchers, innovators and policy-makers 
working on the next life-saving treatment.’

— Commissioner for Health and Food Safety
Stella Kyriakides
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The Use Mechanism of Health Data under China’s PIPL
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Digital Health Anonymisation
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Protection vs Use
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Overview of PETs in Chinese law
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De-identification effect review process
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Thought
Experiment

Intervention methods01

Secure processing Methods

Obfuscation methods
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02 Blind vision methods

04 Data hiding methods

(Siddharth Ravi, Pau Climent-Pérez, and 
Francisco Florez-Revuelta. 2021)

Anonymisation

Pseudonymisation

Data Protection by Design
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