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Perceptions of personal safety and privacy in older
adults, persons with disabilities and their caregivers
in the context of video-based AAL technologies
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3AIM AND OBJECTIVES

Project aim
To analyze the acceptance of video-based Active and Assisted (AAL) technologies by their potential users:
older adults and their caregivers, formal or informal.

Objective
To have a map of benefits and barriers associated with the use of video monitoring technologies in the
senior care context.

Research questions:
• R1. What are the main benefits and barriers associated with the use of video monitoring technologies

for older adults?

• R2. What are main privacy concerns related to video-based AAL technologies and what role do they
play in the acceptance of such systems?

• R3. What are the user needs and experiences for and wih the video-based AAL technologies? What are
the different stakeholder perspectives?
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Video based monitoring system with privacy filters

4BACKGROUND

Ambient Intelligence for 
Active and Healthy Ageing
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

5RESEARCH PROGRESS
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

6RESEARCH PROGRESS
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Privacy: 
▪ Informational privacy attitudes     
▪ Intrusiveness
▪ Handling and access to the video material                        
▪ Type of obtained information 
▪ Duration of use 
▪ Location of the system
▪ Control over the system

Necessity:
▪ The level of care dependence

Social environment and its influence:
▪ Bystander influences
▪ Negative effects on caregivers 
▪ Positive effect on caregivers and family members 

7

Factors influencing the acceptance of video-based AAL:

RESEARCH PROGRESS

R2. What are main privacy concerns related to
video-based AAL technologies and what role do
they play in the acceptance of such systems?
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

8

Benefits
▪ Security 
▪ Safety
▪ Being independent 
▪ Remaining at home 
▪ Caregiving burden alleviation

Barriers 
▪ Privacy threats on dignity and confidentiality 
▪ Feelings of surveillance 
▪ Interference with normal routine 
▪ Cyber dependency
▪ Decreased human contact 

Privacy Safety

Factors influencing the acceptance of video-based AAL:

RESEARCH PROGRESS

R1. What are the main benefits and barriers
associated with the use of video monitoring
technologies for older adults?
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

• Privacy emerged as the main category, with seven subcategories, however privacy
attitudes are conditional and tradeable.

• We shall not undermine the influence of the social environment on acceptance, with
social dynamics impacting perceptions.

• The research on video-based Ambient Assisted Living (AAL) technology acceptance is still
in its early stages.

• There is a significant lack of user studies.

9RESEARCH PROGRESS
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

10RESEARCH PROGRESS
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Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

11RESEARCH PROGRESS
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Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

• The concept of privacy is not readily understandable.

• Nudity as a significant aspect of privacy for older people, with differences noted
between those in private households and care homes. Acceptance of video-based AAL
technologies varied, possibly influenced by existing privacy levels in care homes.

• Data security and trust as main concerns with AAL technology, particularly in video-
based systems.

12RESEARCH PROGRESS

R2. What are main privacy concerns related to
video-based AAL technologies and what role do
they play in the acceptance of such systems?
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

13RESEARCH PROGRESS
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Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

14RESEARCH PROGRESS
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Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

• Care management challenges emphasizes the gap between theoretical ideals and real-world practices,
particularly in care homes.

• Emotional aspects of care and aging, including societal sensitivity and ageism. Stress, guilt, and the reluctance
of older adults to communicate needs, calling for a more proactive and inclusive caregiving approach.

• Various emergencies during care management were discussed, with falls being a major concern.

• The study emphasized the urgency for technological evolution, the contrasting readiness among care
providers, and the importance of ethical integration.

• Privacy concerns, the trade-off between privacy and safety, and the need for user-centered design principles
were highlighted for successful technology adoption in caregiving.

15RESEARCH PROGRESS

R2. What are main privacy concerns related to
video-based AAL technologies and what role do
they play in the acceptance of such systems?

R3. What are the user needs and experiences for 
and wih the video-based AAL technologies? What
are the different stakeholder perspectives?
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

16
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Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

https://blueprint-personas.eu/

• Emphasize that interaction is driven by users' motivations
and goals and serves as an empathy tool in the system
development process.

• Personas should not be a substitute for direct involvement
and engagement with end users.

17RESEARCH PROGRESS

https://blueprint-personas.eu/
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18

Data collection for the persona design:

Four stakeholder category compositions (N=62):
Formal Interview (FI), Focus Group (FG), Informal Interview (II)

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

RESEARCH PROGRESS
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Sociodemographic characteristics of the participants

TechPH - Older People’s Attitudes Toward Technology Score from 1 to 5, from lowest to highest
technophilia. CDS - Care Dependency Scale, CDSsumscore ≤ 68 were classified as care-dependent, all others
as independent. ATI - Affinity for Technology Interaction Score from 1 to 6, from lowest to highest affinity.

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

RESEARCH PROGRESS
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Example variables for defining persona clusters.

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

RESEARCH PROGRESS
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21RESEARCH PROGRESS

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 
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• an older adult 
living alone

• an older adult 
living with a 
spouse

• an older adult 
living in a care 
home

• a family 
caregiver 

• a care home 
nurse

Direct Care Receivers Direct Caregivers

• a case manager
• a care home 

manager

Healthcare experts

• a technology 
developer

Other stakeholders

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

RESEARCH PROGRESS 22
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https://blueprint-personas.eu/spin-off-personas/

RESEARCH PROGRESS

R3. What are the user needs and experiences for 
and wih the video-based AAL technologies? What 
are the different stakeholder perspectives?

https://blueprint-personas.eu/spin-off-personas/
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

24
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Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

13 older adults

3 technologists

5 occupational therapists

2 educators

4 psychologists

2 managers of the AT center

25RESEARCH PROGRESS
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Original Blurring Pixelating Avatar Elimination

Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

28RESEARCH PROGRESS

A context-aware Fall Application model, an automatic change of the visualization once a fall is detected 
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"... well, feeling more connected. For instance, if this system is monitored and checked, yes, I 
feel more connected, someone is watching over me" (Antonella, 69). 

"It still gives me the impression of being watched, it ́s still a camera, it’s just surveillance there" (Antonio, psychologist), " 

"I would also have some difficulty thinking about having a camera in my house, but if I knew that by using this system, I 
could continue living in my own home, maybe it would even be acceptable" (Elena, 73). 

"Yes, yes it is acceptable. Under the condition, I repeat, that it is not cold or purely 
mathematical and inhumane [...] I don ́t want to become a number.” (Viola, 73) 

Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

30RESEARCH PROGRESS

R3. What are the user needs and experiences for 
and wih the video-based AAL technologies?
What are the different stakeholder perspectives?
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

31
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Teaching at the University of Alicante 

4 different modules on Research Methodology
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33TEACHING

• METODOLOGIA DE LA INVESTIGACION Y PRACTICA BASADA EN LA EVIDENCIA 

• LA PRACTlCA DE GESTION DE LAS EMOCIONES EN CONSULTA 

• METODOLOGÍA DE LA INVESTIGACIÓN APLICADA

• HABILIDADES DE COMUNICACIÓN Y RELACIÓN DE AYUDA EN LA EMERGENCIA

Teaching at the University of Alicante 

4 different modules on Research Methodology
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context

34

Teaching at the University of Alicante 

4 different modules on Research Methodology
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context

Socio-technological collaboration ESR12 & ESR15 
A Privacy-Aware Toileting Assistance Designed for People with Dementia 
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Teaching at the University of Alicante 

4 different modules on Research Methodology
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context

Socio-technological collaboration ESR12 & ESR15 
A Privacy-Aware Toileting Assistance Designed for People with Dementia 
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Teaching at the University of Alicante 

4 different modules on Research Methodology

AALPLIS - Active and Assisted Living Literacy Scale 
Developing the Ambient Assisted Living Privacy Literacy Scale (AALPLIS) for UK Residents Aged 60+
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context

Socio-technological collaboration ESR12 & ESR15 
A Privacy-Aware Toileting Assistance Designed for People with Dementia 
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Teaching at the University of Alicante 

4 different modules on Research Methodology

Social and Societal Issues in AAL 

Chapter in a book, outcome of a Europe-wide COST project, GoodBrother

AALPLIS - Active and Assisted Living Literacy Scale 
Developing the Ambient Assisted Living Privacy Literacy Scale (AALPLIS) for UK Residents Aged 60+
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context

Socio-technological collaboration ESR12 & ESR15 
A Privacy-Aware Toileting Assistance Designed for People with Dementia 
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Teaching at the University of Alicante 

4 different modules on Research Methodology

Social and Societal Issues in AAL 

Chapter in a book, outcome of a Europe-wide COST project, GoodBrother

AALPLIS - Active and Assisted Living Literacy Scale 
Developing the Ambient Assisted Living Privacy Literacy Scale (AALPLIS) for UK Residents Aged 60+
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A scoping review 
Acceptance and privacy perceptions toward video-based AAL technologies

Persona-scenario use cases  

Understanding user needs, persona scenarios for privacy-preserving VMS development 

Prototype testing 

Different stakeholder perspectives on a VMS for senior care with inherent privacy protection

Focus groups and in depth interviews sessions with a diversity of stakeholders  

Care management, experiences and the need for AT in care provision

Exploratory interviews sessions with older adults 
Perceptions of older adults about the concept of privacy and in terms of video-based AAL technologies

39
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40AIM AND OBJECTIVES

Project aim
To analyze the acceptance of video-based Active and Assisted (AAL) technologies by their potential users: older
adults and their caregivers, formal or informal.

Objective
To have a map of benefits and barriers associated with the use of video monitoring technologies in the senior
care context.

Research questions:
• What are the main benefits and barriers associated with the use of video monitoring technologies for older

adults?
• What are main privacy concerns related to video-based AAL technologies and what role do they play in the

acceptance of such systems?
• What are the user needs and experiences for the video-based AAL technologies? What are the different

stakeholder perspectives?
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Journal:

Acceptance and Privacy Perceptions Toward Video-based Active 
and Assisted Living technologies: Scoping Review
Journal of Medical Internet Research, December 2022
DOI: 10.2196/45297

Position Paper on Ethical, Legal and Social Challenges 
Linked to Audio- and Video-Based AAL Solutions
SSRN Electronic Journal, January 2022
DOI: 10.2139/ssrn.4282341

Research Repository:

Navigating the Crossroads of Aging, Caregiving 
and Technology: Insights from a Southern Spain 
about Video-based Technology in the Care Context 
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Conferences:

What Is Privacy? Perceptions of Older Adults in the South of Spain About 
the Concept of Privacy and in Terms of Video-Based AAL Technologies,
9th International Conference on Information and Communication 
Technologies for Ageing Well and e-Health, January 2023
DOI: 10.5220/0011984800003476

Perceptions of older adults about the concept of privacy and in terms 
of video-based AAL technologies, Gerontechnology, October 2022
DOI: 10.4017/gt.2022.21.s.636.opp7

Understanding User Needs, Persona Scenarios for Privacy-Preserving 
Visual System Development, In Assistive Technology: Shaping a 
Sustainable and Inclusive World (pp. 97-104). IOS Press

https://doi.org/10.3233/shti230602
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R2. What are main privacy
concerns related to video-
based AAL technologies and
what role do they play in the
acceptance of such systems?

43

A Literature review

Exploratory interviews 
sessions with older adults 

Focus groups and in depth 
interviews sessions with a 
diversity of stakeholders  

Persona-scenario use cases  

Prototype testing

Acceptance and privacy 
perceptions toward video-
based AAL technologies

Perceptions of older adults about 
the concept of privacy and in terms 
of video-based AAL technologies

Care management, 
experiences and the need 
for AT in care provision

Different stakeholder 
perspectives on a VMS for 
senior care with inherent 
privacy protection

Understanding user needs, 
persona scenarios for privacy-
preserving VMS development 

R1 & R2 

R1 & R3 

R2 & R3   

R2

R3 

R3. What are the user 
needs and experiences 
for and wih the video-
based AAL technologies?
What are the different
stakeholder perspectives?

R1. What are the main benefits
and barriers associated with
the use of video monitoring
technologies for older adults?
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AALPLIS - Active and Assisted Living Literacy Scale 
Developing the Ambient Assisted Living Privacy Literacy Scale (AALPLIS) for UK Residents Aged 60+

AALPLIS Active and Assisted 
Living Literacy Scale
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What does privacy mean? A theoretical paper 

Can we agree on what privacy means? Philosophical, legal, and social context
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Socio-technological collaboration on Dementia care 
A Privacy-Aware Toileting Assistance Designed for People with Dementia 
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Bibliometric review 

Healthy ageing and the service industries

Emerging themes
• Covid-19

• Artificial intelligence

• Big data

• Remote monitoring

• Social isolation

• Internet of things

• Co-design
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