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1. Introduction

Our world is changing. The demographic discrepancy between the older and younger
generations is growing at an increasing rate (MPIDR, 2023). This change could lead
to significant shortcomings in medical care and general support for those in need. Due
to the increasing number of older people and the decreasing number of people with
the relevant skills to care for them, our societies might face a catastrophic state of our
healthcare system. To counteract this situation, we might turn to technological support.
This support could come in the form of innovative technologies that support and even-

tually replace some parts of the healthcare system.

The technological development in terms of medical technology using artificial intelli-
gence (Al) has seen a steep increase in recent years (Nader et al., 2022). Alongside
the launch of useful Al-tools, such as ChatGPT, the term Al itself has been used to
describe an entire field of research and innovation (OpenAl, 2023; Bochniarz et al.,
2022). This increase in interest has led to new questions about the usability and ac-
ceptance of Al-based medical technology and offered a new perspective on the inten-
tion to use and implement Al in a variety of healthcare contexts (Al Watch, 2020). It is
estimated that by the year 2050 around 2.1 billion elderly people will be living world-
wide (United Nations, 2015). Currently, there exists a plethora of new technologies
helping the healthcare system and implemented particularly in assisted living i.e., de-
livery of medical care and services. Many of these technologies are based on some
form of Al (Catania, 2021). When it comes to choosing the right technological support
for one’s care needs, Al can play an important role. Over the last decades, new inno-
vations and tools have promised a tremendous improvement over the traditional “one-
size-fits-all“ health-care principle (Al Watch, 2020). One angle is a collection of tech-
nologies known as Ambient Assisted Living (AAL) (Sun et al., 2009). These tools may
be installed in the living environment of a person in need to provide a tailored support
and seamless implementation thereof. Among other parts, AAL-technologies often
make use of cameras to monitor a particular room and alarm healthcare personnel or
family members in case of an emergency. This is often done by using Al to analyse
the received data. In this report we present the current state of Al-based medical tech-

nologies, summarise the most relevant literature in this context and develop an Al-

®vsA. 3




D1.5 Acceptance cartography of video-based AAL applicatio

Acceptance cartography which visualises the areas of most promising benefits of this

technological innovation.

2. Definitions and Purposes of Artificial Intelligence and
Ambient Assisted Living Technologies

Ambient Assisted Living (AAL) refers to the concept of integrating various technologies
and services to enhance the quality of life and well-being of individuals, particularly of
older adults and people with disabilities and/or chronic ilinesses, in their living environ-
ments (Jovanovic, 2022; Blackman et al., 2016; Rashidi & Mihailidis, 2013). AAL tech-
nologies aim to provide personalized assistance and support, promoting independent
living, safety, and social participation (Reeder et al., 2013). These medical technolo-
gies are designed to support people in need of medical care in their own homes. AAL
Sensors can measure physiological parameters and actuators can interact with the
person in need (Blackman et al., 2016). For example, these technologies could be
used to monitor a person‘s gait or walking patterns in order to predict their potential for
falling. To recognise these patterns most of these systems rely on some form of Al. Al
is an umbrella term for technologies that can learn. It summarises various computer
algorithms e.g., machine learning models, deep learning, or convolutional neural net-
works (Patterson, 1990). Some of these models and algorithms are implemented in
everyday technology e.g., smartphones, cameras, cars, but also in medical technology
such as AAL systems (Jovanovic et al., 2022). AAL sensors can measure physiologi-
cal parameters and actuators can interact with the person in need (Blackman et al.,
2016). As opposed to traditional technology i.e., technology that is not based on Al, Al-
based AAL technology in general is often highly complex (Lecue, 2020). Its complexity
can lead to a false understanding of the abilities of Al (Hick & Ziefle, 2022) or mistrust
and problems in usability (Zhang et al., 2020; Holzinger et al., 2019; Shin, 2021). Re-
search showed that people who distrust a technology, for example because of low
usability, utility, or high risk, are less inclined to use it (Choung et al., 2022; Schomak-
ers etal., 2021; Otten & Ziefle, 2022). This creates problems for technology developers
but also for policy makers who try to implement new technologies as support for

healthcare workers (Cesta et al., 2018).
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2.1 Artificial Intelligence in AAL Technologies

In the realm of cutting-edge technology, artificial intelligence (Al) is term that has been
making waves in recent years (Cath, 2018). Al is a multidisciplinary field that combines
computer science, mathematics, and cognitive science to create intelligent machines
capable of performing tasks that typically require human intelligence. It is a remarkable
scientific endeavour that seeks to replicate and enhance human cognitive abilities,
such as learning, reasoning, problem-solving, perception, and language understand-
ing, within the realm of computer systems. Al is not a novel concept. Its roots can be
traced back to the 1950s, where early pioneers envisioned the creation of intelligent
machines (McCarthy, 2009). However, it is in the last few decades that significant ad-
vancements in computing power, data availability, and algorithmic sophistication have
propelled Al into the forefront of technological innovation. Today, Al has permeated
various aspects of our lives, from virtual assistants like Siri and Alexa to autonomous
vehicles, recommendation systems, fraud detection algorithms, and advanced medical
diagnostics, among many others (OpenAl, 2023; Sipior, 2020). At its core, Al can be
broadly classified into two main categories: narrow Al and general Al. Narrow Al, also
known as weak Al, refers to systems designed to perform specific tasks with excep-
tional proficiency (Patterson, 1990). These systems are built to excel in specific do-
mains, such as image recognition, natural language processing, or game playing. On
the other hand, general Al, also known as strong Al or artificial general intelligence
(AGI), aims to develop machines that possess the intellectual capabilities and versatil-
ity to understand, learn, and apply knowledge across a wide range of tasks—essen-
tially mirroring human-level intelligence (Liao, 2020). The field of Al encompasses sev-
eral fundamental subfields, each with its own specialized techniques and methodolo-
gies. Machine learning, a subset of Al, focuses on the development of algorithms that
allow computers to learn patterns and make predictions or decisions based on data,
without explicit programming. Deep learning, a subfield of machine learning, utilizes
artificial neural networks with multiple layers to process and understand complex pat-
terns in large datasets (Copeland, 1993). Other key areas within Al include natural
language processing, computer vision, robotics, expert systems, and knowledge rep-
resentation. While Al presents immense opportunities and has the potential to revolu-

tionize numerous industries, it also raises important ethical and societal considerations
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(Vallor, 2019; Liao, 2020). Issues surrounding privacy, bias, job displacement, trans-

parency, and accountability must be carefully addressed to ensure Al is developed and
deployed responsibly and ethically (Asaro, 2009). Striking a balance between techno-
logical progress and safeguarding human interests remains a critical challenge for re-
searchers, policymakers, and society as a whole. As Al continues to evolve at a rapid
pace, it holds the promise of transforming industries, amplifying human capabilities,
and solving complex problems. Whether it is enabling personalized healthcare, revo-
lutionizing transportation, optimizing energy consumption, or enhancing customer ex-
periences, Al has the potential to reshape the way we live, work, and interact with the
world around us (Gabriel, 2020) . As we embark on this technological journey, it is
crucial to foster a collaborative and inclusive approach that harnesses the benefits of
Al while addressing its associated challenges, ensuring a future where humans and

machines coexist harmoniously and thrive together.

2.2 Video-based AAL Technologies and their use contexts

In the domain of AAL technologies, the integration of video-based AAL systems repre-
sents a notable advancement, harnessing the capabilities of Al-driven video monitoring
and analysis to improve the safety, security, and overall well-being of individuals, par-
ticularly of older and frail people or those with disabilities. This technology implements
strategically positioned camera-based sensors within living spaces or care facilities,
capturing visual data that is subsequently analysed using cutting-edge computer vision
Al-algorithms (Climent-Perez, 2020). Real-time analysis or data storage for later anal-
ysis by caregivers or healthcare professionals is facilitated, with the analytical process
involving an array of technigques, including object recognition, activity recognition, facial
recognition, and anomaly detection (Climent-Pérez et al., 2020; Hashemifard et al.,
2023). The selection of camera type is contingent on the specific monitoring require-
ments, with options ranging from RGB-based for environmental recording, to depth
and infrared or thermal sensors for enhanced data (Mucha & Kampel, 2022; Hashemi-
fard et al., 2023; Rashidi & Miahilidis, 2013). Each of these options can provide varying
degrees of privacy preservation, data granularity, and adaptability in discerning rele-
vant information (Ravi et al., 2021; Mucha & Kampel, 2022; Padilla-Lopez, 2014). No-

tably, video-based AAL technologies can be seamlessly integrated with other modali-
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ties, including motion sensors and wearable devices, resulting in comprehensive mon-

itoring systems. Overall, the type of camera should be chosen based on the desired

information.

However, it is imperative to acknowledge that, within the purview of AAL, cameras
remain the least embraced sensor modality. This reluctance primarily emanates from
taking issue with problematic or unresolved privacy and data security (Arning & Ziefle,
2015; Himmel & Ziefle; 2016; van Heek et al., 2018; Maidhof et al., 2023). Concerns
encompass continuous surveillance, perceived intrusiveness, and the potential for an
intrusion of the personal space (Demiris et al., 2004; Kirchbuchner et al., 2015; Peek
et al., 2014, Yusif et al., 2016; Arning & Ziefle, 2015). Consequently, it is important for
stakeholders to establish robust privacy policies and safeguards to ensure the secure
storage of video-captured data, restricting access to authorized personnel, and man-
dating usage strictly for intended purposes which includes representing the user’s per-

spective of these technologies.

3. Acceptance of AAL Technologies

User acceptance an important key to a successful adoption of new technologies. Tech-
nology is defined as the overall agreement with something and an active intention to
adapt one’s behaviour towards this entity; the most widely used acceptance model for
technology is the TAM (Technology acceptance model; Davis, 1989). This model is
based on two important theories. First, there is the theory of reasoned action (Ajzen &
Fishbein, 1980). It attempts to explain the relationship between attitudes and behav-
ioural intentions to predict human behaviour. Second, there is the theory of planned
behaviour (Ajzen & Fishbein, 1980) which is an extension of the former, explaining an
individual's behaviour as the result of an intention which is also influenced by attitudes,
perceived control, and subjective norms. The TAM utilises those theories to construct
a model that measures the respective influences of these factors to explain technology
acceptance. Most notably it uses the perceived usefulness of a particular technology
and its perceived ease of use. As an additional factor it measures the behavioural in-
tention to use a certain technology (Davis, 1989; Venkatesh & Davis, 2000). The sec-
ond most widely used technology acceptance model is the Unified Theory of Ac-
ceptance and Use of Technology (UTAUT) and has its root from the TAM. The UTAUT
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primarily focusses on four key influencing factors to explain user intentions to accept a

particular technology, namely performance expectancy, effort expectancy, social influ-

ence, and facilitating conditions.

Regarding Al-based AA L technology, it is important to consider these subjective ex-
periences and attitudes which may also differ by contexts. In these contexts, the spe-
cific user requirements might differ and vary substantially between individuals. This
could help policy makers, researchers, or other stakeholders to gain an overview over
problems and an aid in the development of possible solutions. In the context of Al, a
common framework for its evaluation is the trade-off between risk and utility (Brauner
et al., 2023). What factors influence the acceptance evaluation of (video-based) AAL
technologies depend on the user and the technology but also on the specific use con-
text in which the technology is applied (Povey & Mills, 2016). Several factor make up
the overall acceptance with which technologies, such as video-based AAL systems are
evaluated against, i.e. perceived usefulness and ease of use (Peek et al., 2016). Gen-
erally, users are more likely to accept (video-based) AAL technology if they perceive it
as valuable and beneficial in improving their quality of life, safety, or well-being (Ra-
shidi, & Mihailidis, 2013; Otten et al., 2023). These are perceived benefits which are
weighed against perceived barriers, such as data management, usability, and trust
issues (Schomakers et al., 2021; Venkatesh et al., 2003). Given that there are many
applications of video-based AAL technologies and situational circumstances and
needs of the user, evaluations of both the benefits and barriers are highly individual
and may change over time. Previous research has shown repeatedly that perceived
benefits positively influence acceptance evaluations while perceived barriers nega-
tively predict acceptance evaluations (Jaschinski et al., 2021; Offermann-van Heek et
al., 2019). Therefore, user acceptance increases when (video-based) AAL technology
is perceived as user-friendly, intuitive, and easy to operate, even for those with limited
technical skills. As a results of these facets of acceptance, personalisation of (video-
based) AAL systems as well as privacy and data protection are important in managing
and ideally, increasing the benefits and decreasing the barriers of (video-based) AAL
(Holden & Karsh, 2009). However, acceptance of AAL technologies is not binary deci-
sion in the sense “accept” or “reject”, but rather dynamic, multifaceted and character-

ised by complex trade-off procedures. Along with evaluations of benefits and barriers,
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acceptance evaluations are shaped by decision making patterns that differ based on

various characteristics. Thus, conjoint analyses have been conducted to capture these
trade-offs. Generally speaking, these types of analyses aim to capture decision making
processes focusing on relative importance of individual factors. They were initially de-
veloped by Luce and Tukey (1964) for the design and evaluation of new products in a
market but are increasingly used in the field of technology acceptance as well (Arning,
2017; Offermann-van Heek et al., 2020). In a conjoint procedure, real and complex
decision-making processes are simulated. This means that the participants do not
evaluate individual aspects of a certain technology, but all relevant factors which pos-
sibly contribute to the decision whether to accept or reject such a technology are eval-
uated together and in dependence on each other. In the context of AAL technologies,
research has shown that acceptance evaluations are subject to decision patterns
based on different situations and predictors of acceptance. Offermann-van Heek &
Ziefle (2019) investigated the relative importance of these acceptance considerations
based on safety, data access, data handling, and care relief attributes. The goal of
their study was to holistically investigate laypeople’s decisions between a selection
of relevant perceived benefits and barriers of using AAL technology while taking the
perspective of a caring relative. Here, data access was to be the most relevant param-
eter relative to others, i.e., safety, data handling, and care relief. In addition and based
on these underlying decision patterns, user profiles could be identified. They differed
based on whether they were care-experienced or a “care novice” whereby these
groups could be further divided into age, education, occupation, and status of care
experience (active or passive). Another study using a conjoint design found that within
the attributes fall risk (e.qg., high), reliability (e.g., 99% reliability of fall detection), data
recipients (e.g., relatives), type of access (e.g., live data), type of data (e.g., activity
data), reliability was the most important relative factor for the acceptance decision of
an AAL system, whereby people with chronic conditions also made different choice
patterns than people who did not have chronic conditions (Schomakers & Ziefle, 2023).
Ultimately, these findings show the intricacy of capturing acceptance and how this
makes context and individuality all the more important when investigating and devel-
oping AAL technologies. While acceptance itself is a complex process of decisions,
there are multiple factors that are relevant in predicting the likelihood of a person ac-

cepting a given AAL technology as well.
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There are also other user characteristics and personality factors that influence ac-

ceptance evaluations. Particularly age and gender serve as carrier variables, meaning
that acceptance evaluations are modulated by whether users are female or male, as
well as older or younger. Research has not conclusively explained to relationship be-
tween age and acceptance evaluations. Some studies showed that older adults tend
to have lower acceptance ratings of AAL technologies whereas other studies found the
opposite (Biermann et al., 2018; Halbach et al., 2018; Himmel & Ziefle, 2016; Steinke
et al., 2014, Steinke et al., 2012). Moreover, men are more inclined to accept them as
opposed to women (Schomakers et al., 2018). In addition, technical affinity and open-
ness to try out and use new technologies in general, directly translates to the ac-
ceptance of AAL technologies, with higher affinity and openness predicting higher ac-
ceptance scores (Halbach et al., 2018). Studies have shown that also other individual
characteristics beside technical affinity, such as a general (dis)trusting attitude, inno-
vation and risk readiness are also important for the understanding of AAL acceptance
(Behrenbruch et al., 2013; Barr, 2023). Lastly, not only individual attributes are relevant
but also contextual factors, such as living situation and area, care dependence and
health status. Whether people live alone, together with someone, or in close proximity
of relatives seem to have an impact on the acceptance of AAL technologies, with peo-
ple living alone reporting the highest acceptance evaluations (Jaschinski et al., 2021).
Moreover, the presence of chronic illness and/or being dependent on care also influ-
ences acceptance whereby people have been shown to be more likely if the medical
necessity was given and whether people had experience in caring for someone else
(Offermann & Ziefle, 2019; Van Heek et al., 2017a; Van Heek et al., 2017b; Van Heek
et al., 2018). The considerations of users personalities, and user characteristics are

therefore imperative if the goal is to develop technologies that will be readily accepted.

4. Trustin AAL Technologies

In addition to weighing benefits and barriers as well as acceptance parameters against
each other, trust is another critical factor in the evaluation of technology. Drawing from
various research fields, trust is an interdisciplinary concept by nature as it always per-
tains to an interaction between two parties (McKnight et al., 2011). Trust (in automa-

tion) has been studied extensively, yet no precise conclusions can be drawn about the
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general concept (Ghazizadeh et al., 2012). It is most often considered an attitude which

is related to the reliance on someone or -thing (Lee & See, 2004). Because of that, it
has behavioural implication beyond the cognitive evaluation of the trustee. There are
multiple influences that make-or-break trust, including characteristics of the trustee,
personal perceptions of the trustor as well as context variables (Ondiege & Wanijira,
2014). Overall, trust in automation is related to user, technology, and context factors
while the interplay of these results in the overall evaluation of trust being present or
not. Specifically in the context of (video-based)AAL technology, users need to trust that
the technology will operate reliably, maintain their privacy, and deliver the intended
benefits (McKnight et al., 2011). In that sense, reliability can include the accuracy of
the technology's monitoring, sensing, and response capabilities that users use to real-
istically estimate and trust (Otten & Ziefle, 2022). Here, both under- as well as overre-
liance on the technology can have dramatic effects, as seen in maritime and aviation
accidents in the past (Parasuraman & Riley, 1997). Moreover, transparency of how the
technology works and which people can operate it can play into a user’s overall feeling
of trust (Vervier et al., 2019; Vervier et al., 2018; Otten et al., 2023). This includes how
data is collected and used which is closely linked to privacy protection, data ownership
and control. Research has further shown that transparency, including financial aspects
of the technology (i.e., whether it is paid for or not and who profits) are also integral to
user’s trust perceptions (Otten et al., 2023b). These key issues, e.g., data control,
transparency of information, communication flow, professionalism around the technol-
ogy, technical competence, and health benefits, are strongly related to the trust evalu-

ations of video-based AAL technologies.

Trust, but also acceptance, are both variables that are predicted by other influences
as well. Particularly age and gender serve as carrier variables, meaning that trust and
acceptance evaluations are modulated by whether users are female or male, as well
as older or younger. Research is split on the effect of age; some studies showed that
older adults tend to have lower acceptance ratings of AAL technologies whereas other
studies found the opposite (Biermann et al., 2018; Halbach et al., 2018; Himmel &
Ziefle, 2016; Steinke et al., 2014; Steinke et al., 2012). Moreover, men are more in-
clined to accept them as opposed to women (Schomakers et al., 2018). In addition,
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technical affinity and openness to try out and use new technologies in general, posi-

tively translates to trust in and acceptance of AAL technologies (Halbach et al., 2018).
Studies have shown that also other individual characteristics beside technical affinity,
such as a general (dis)trusting attitude, innovation and risk readiness are also im-
portant for trust in AAL and the acceptance of it (Biermann et al., 2023; Behrenbruch
et al., 2013; Barr, 2023). Lastly, not only individual attributes are relevant but also con-
textual factors, such as living situation and area, care dependence and health status.
Whether people live alone, together with someone, or in close proximity of relatives
seem to have an impact on the evaluation of trust in AAL technologies, with people
living alone reporting the highest acceptance evaluations (Jaschinski et al., 2021; Ot-
ten & Ziefle, 2022). Moreover, the presence of chronic iliness and/or being dependent
on care also influences acceptance whereby people have been shown to be more likely
if the medical necessity was given and whether people had experience in caring for
someone else (Offermann & Ziefle, 2019; Van Heek et al., 2017a; Van Heek et al.,
2017b; Van Heek et al., 2018). The considerations of users personalities, and user
characteristics are therefore imperative if the goal is to develop technologies that will

be readily accepted and trusted.

5. Privacy Perceptions in AAL Technologies

Within the domain of video-based Ambient Assisted Living (AAL), privacy emerges as
a central concern, emphasizing the need for its protection to avoid potential breaches.
Various studies among users reveal a range of privacy-related concerns, including
feelings of constant surveillance, fear regarding unauthorized access and misuse of
personal data, concerns about the sensitivity of gathered information, invasion of per-
sonal space, and the perceived intrusive nature of the technology itself. These factors
collectively hinder the widespread adoption of video-based AAL technologies, (Demiris
et al., 2009; Garg et al., 2014; Lorenzen-Huber et al., 2011; Peek et al., 2014).

However, it is essential to recognize that privacy is a multidimensional concept with
diverse definitions across different disciplines. In legal and economic contexts, privacy
is often conceptualized based on its inherent value, whether as a fundamental human

right or as an economic commodity (Burgoon, 1982; Smith et al., 2011).
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In studies within the realm of social sciences focusing on the acceptance of video-

based Ambient Assisted Living (AAL), privacy definitions primarily revolve around cog-
nate-based approaches. This entails categorizing privacy as either a behavioral pattern
or an inherent predisposition of individuals to act in certain ways (Smith et al., 2011).
Consequently, privacy is perceived as either a psychological state (Alpert, 2003; Wes-
tin, 1967) or an assertion of one's control over personal information (Goodwin, 1991;
Milne, 2000; Westin, 1967). Within these cognate-based perspectives, two distinct
lines of inquiry emerge: one explaining the mechanisms through which privacy is
achieved, and the other delving into the reasons behind the necessity and pursuit of
privacy. The latter perspective posits that privacy serves fundamental human needs
such as introspection, autonomy, relaxation, trust-building, and creativity. These as-
pects significantly contribute to personal well-being, positive human functioning, and
the effective management of social interactions (Altman, 1975, 1976; Pedersen, 1979,
1997, 1999). Continuous failure to address these needs and escalating privacy con-
cerns may lead to serious mental health issues such as depression or anxiety (Altman,
1975, 1976; Uysal et al., 2010).

Ideally, privacy is controlled through a boundary regulation process to reach an ideal
amount of privacy, as proposed in the conceptual analysis of privacy by Altman (1976).
Indeed, to reach to an optimum amount of privacy individuals attempt to shift the cur-
rent achieved privacy towards the desired amount of privacy through various behav-
ioral mechanisms such as verbal and paraverbal expressions, nonverbal movement of
the body, cultural norms and customs as well as environmental behaviors (Altman,
1976). This adjustment happens according to the circumstances at hand including per-
sonal and situational factors. The latter can be, but is not restricted to, personal factors
like interpersonal skills or personality and situational factors such as physical environ-

ment including location and given barriers.

Particularly within digital environments, the process of regulating boundaries becomes
more complex, often resulting in feelings of losing control over personal information.
Consequently, individuals tend to prioritize protection against privacy breaches over
meeting their actual privacy needs (Lombardi et al., 2016). Technologies such as
video-based AAL, facilitating pervasive surveillance, large-scale data storage, and

rapid global information dissemination pose significant threats to privacy (Lombardi et
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al, 2016; Nissenbaum, 2010). In the context of video-based AAL, for instance, the com-

fort level with being monitored via camera varies based on the activity being performed,
with activities involving sensitive or personal matters being particularly discomforting
to be visually monitored (Caine et al, 2012). Situational factors, including environmen-
tal constraints, significantly impact privacy perceptions, with studies suggesting that
acceptance of medical monitoring with cameras decreases in more private spaces
(Arning & Ziefle, 2015).

Interestingly, older, frail, and ill participants tend to accept visual systems more readily
than healthy individuals, often due to reduced concerns about dignity and privacy loss
(Himmel & Ziefle, 2016). Factors such as the need for care, degree of disability, and
perceptions of safety and security can positively influence acceptance of AAL technol-
ogy (Offermann-van Heek & Ziefle, 2019; Schomakers & Ziefle, 2022; Londei et al.,
2009).

Despite privacy concerns, technological features often mitigate these apprehensions,
such as the ability to select monitoring time slots and automatic processing of video
material with image blurring (Lapierre et al., 2018). Efforts in computer vision compris-
ing Al aim to address older adults' concerns and fulfill privacy needs during monitoring
of intimate activities, utilizing techniques like de-identification and privacy-by-design
frameworks (Ribaric et al, 2016; Gurrin et al., 2014). In video-based AAL, computer
vision efforts focus on preserving bodily privacy and, to a lesser extent, identity protec-

tion through methods like visual obfuscation (Ravi et al, 2021; Clarke, 2006).

User evaluations of different visualization modes indicate preferences for less intrusive
options and generally welcome automatic processes supporting privacy preservation
(Wilkowska et al., 2021). Hence, there is great potential in computer vision efforts and
Al to make video-based AAL more acceptable and in line with privacy preferences.
However, there remains a hesitant behavioral intention among users to adopt these

making the significance of privacy and its preservation in video-based AAL undeniable.

Therefore, for the ongoing technological developments it is essential to align them with

user preferences and perceptions.
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6. Recommendations for Best Practice

Based on the previously outlined theoretical underpinnings regarding Al and technol-
ogy acceptance as well as trust and including the major influencing aspects of privacy
on video-based AAL perception, this sections provides a visualization of acceptance
perceptions, thus a kind of acceptance cartography. This can be used to graphically
demonstrate complex concepts and illustrate influences that play a role, in this case

into the acceptance and trust of users.

In doing so, several conditions of acceptance and trust have to be considered. As is
evident from the previous sections, the two concepts are highly dynamic and equally

complex.

¢ Achieving a positive evaluation is not simply a means of asking people what they
think. Context, e.g., the recorded activities (and where they are recorded and
who is allowed to use the data), biographical events that have shaped an indi-
vidual’s perception for either technology or care- and health-related assistance
for better or for worse, or situational circumstances of users are extremely di-
verse.

¢ Individual attributes, such as technical affinity, innovation readiness, trust in
healthcare professionals and dispositionally in the healthcare system, health
status, and care experience are also a major factor contributing to the evaluation
of acceptance and trust in (video-based) AAL technologies.

¢ Lastly, technological aspects of the system itself, e.g., algorithms analysing data,
functionality and reliability, data access, privacy protection, etc., are the third

determining factor.

Resulting from that, best-case scenarios and worst-case scenarios highlighting the
user’s perspective of VAAL technologies can be constructed. In between there are con-
ditions that would have to be met but are not a given in some use cases and which
shape the evaluation in favour or against VAAL technologies. Below, a graphic illustra-
tion as well as highlights pertaining to each of these scenarios are highlighted in Table
1.
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Table 1. Overview of relevant adoption criteria

Worst Case Scenario

Best Case Scenario

No human contact

Frequent false alarms and malfunctioning
technology

Constant surveillance without control

No customizable set-up

Sense of being dependent on technology

Confusion about data elaboration and
use

No direct correspondence with a techni-
cian

Obtrusive design

Possibility of device testing periods to
gather experience before having to com-
mit

Reliable technology

Provision of control over technology and
personal regulation of privacy (e.g., the
option to turn technology on-off is
largely requested)

Flexible technological functions (e.g.,
visualization options, data access allow-
ances) across the entire home in line
with privacy by design and privacy by
context frameworks

Technology is a real relief allowing for a
largely independent life at the own home

Transparency about information regard-
ing data and algorithms.

Financial transparency and plans to im-
plement technology

Easy to use and understandable tech-
nology

Closely related to the descriptions of the adoption criteria of the best- and worst-case

scenarios of visual and Al based technologies In AAL environments (Table 1), Figure

1 visualizes the conditional requirements for the users adoption. The figure is designed

in a traffic light coloring with red fields signalling negatively evaluated facets and green

fields signalling positively evaluated facets. Yellow represents the cases where ac-

ceptance are context-dependent and conditional on the individual situation.
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Naturally, the graph breaks down the complexity because it does not show the inter-

dependencies and the conditions in which, for example, a positive adoption criterion is
weighted more heavily and therefore outshines a negative one. The changes over time
are also not visible, so it could be that familiarization with a technology changes ac-
ceptance. However, the fundamentally more negative and the positively assessed fac-
ets become clear. In daily practice these changes in the acceptance conditions can

then be negotiated with the users during use.

Constant
surveillance

Customizability

) ) Testing phases
Static design

Control over
technology and
data

Privacy
intrusive Data
information

Lack of Sense of transparency
technical dependence Relief

support

Financial

No human . transparency
contact Obtrusive

design

High usability

Malfunctioning

technology Reliability

Figure 1. Cartography of relevant adoption criteria
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